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El bueno, el feo y el malo

= Los dispositivos y entornos moviles son un objetivo
y estan constantemente amenazados por...
Comportamientos del usuario arriesgados...
0... pero muy habituales

Integracion con la plataforma del fabricante
0 Apple, Google, Microsoft...

Vulnerabilidades de seguridad
o La importancia de las actualizaciones
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Cuota de mercado de los dispositivos moviles

Worldwide Smartphone OS Market Share
(Share in Unit Shipments)
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Source: IDC, Aug 2015 ~— Android —i0S Windows Phone BlackBerry OS ~—QOthers

Referencia: http://wwwidc.com/prodserv/smartphone-os-market-share.jsp
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Q2 2015:
© Android: 82.8%
© i0S: 13.9%
© WP: 2.6%
© BB:0.3%
© Others: 0.4%

Tendencia consolidada a
sobrepasar 300 millones de
unidades por trimestre (Qx):

1,3b (2014)



El bueno...
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El bueno...
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= ;Disponeéis de la ultima version del sistema operativo
para vuestro dispositivo movil?
= ;Siempre... (tan pronto es publicada)?
Si es que es publicada para vuestro modelo de dispositivo movil
= La ultima version soluciona todas las vulnerabilidades
de seguridad conocidas
;. Sequro...?
/,...y entre actualizaciones?
¢,...Y las vulnerabilidades que no son publicas?
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Distribucion de versiones de Android

= Noviembre de 2015: https://developer.android.com/about/dashboards/index.html

Version

Codename

Froyo

Distribution

KitKat

2.33- Gingerbread 10 3.8%
2.37

4.0.3 - Ice Cream 15 3.3%
404 Sandwich

4.1.x Jelly Bean 16 11.0%
4.2.x 17 13.9%
4.3 18 4.1%
4.4 KitKat 19 37.8%
5.0 Lollipop 21 15.5%
5.1 22 10.1%
6.0 Marshmallow 23 0.3%
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Data collected during a 7-day period ending on November 2, 2015.
Any versions with less than 0.1% distribution are not shown.

Vulnerabilidad
Towelroot:

=~ 38%... (= 75%)

Lollipop

Marshmallow
Froyo

N\
"™\ Gingerbread
lce Cream Sandwich

Jelly Bean



Ritmo al que consumimos la tecnologia: Android

= Android: 8 anos

[ N°. oficial de

2008: 1.0 vulnerabilidades:

2009 11 & 15 & 16 & 20 Desconocido...
(hasta Agosto 2015

2010: 2.1 & 2.2 & 2.3.x \_Para moviles Nexus)

2011: 2.3.x&3.x & 4.0 e oteain

2012 41 & 42 vulnerabilidades:

2013: 4.3 & 4.4 :g\gg:gzg

2014: 5.0 Nov 15:7

2015 51 &60 Android-TotaI:SZj

ANNEEES,



Ritmo al que consumimos la tecnologia: iOS

= 10S: 9 anos
2007:
2008:
20009:
2010:
2011:
2012:
2013:
2014
2015:
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iIPhone 2G (i0S 1) 1

4 mficial de

IPhone 3G (iOS 2)

~

vulnerabilidades:

@
A

&

iIPhone 3GS (iOS 3) ¢ . i0S 6: 197
iPhone 4 (i0S 4) + iPad 1 *10S7:80

+i0S7.1: 41

iPhone 4S (i0OS 5) +iPad 2 \:..

V4

mficial de \

vulnerabilidades:
*i0S 8: 56
+i0S8.1:5
*+i0S8.1.1:9
*+i0S8.1.2: -
*+i0S8.1.3:34
+i0S8.2:6
*+i0S8.3:58
*+i0S8.4:33
*+i0S8.4.1: 71

/

iPhone 5 (i0S 6) + iPad 3 & 4 & mini
iIPhone 5c & 5s (I0S 7) + iPad air & mini 2
iIPhone 6 & 6+ (iI0S 8) + iPad air 2 & mini 3
Apple Watch (1 & 2) & iOS 9

\ I0S 8.x: 272 /
( N°. oficial de \

vulnerabilidades:
*+i0S9: 101
*«i0S9.0.1: -
*+i0S9.0.2: 1
*+i0S9.1: 49

\ iI0S 9.x: 151 /




El feo...
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El feo...
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= ;. Tenéis cuenta de usuario en la plataforma del
fabricante del dispositivo movil?

Apple, Google, Microsoft, etc

= ;Cuando la creasteis?

Proceso de instalacion v ;j compras? T
y ¢ p 01101010 NAME ADRES. T ¥

= ;Vuestro usuario es conocido?  yklulvulylvylyuliylys
011010101011010101101011010,

E-mall 1100101001010110100100110%5.

= La contrasena es robusta, ;verdad?

Y no la reutilizais entre distintos servicios...
A cyber 12
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... el malo

ANNCEEES,

13



... elmalo
o

= . Qué hace que los teléfonos moviles actuales sean
inteligentes: smartphones?

= ¢Instalais aplicaciones moviles (apps) en vuestros
dispositivos moviles?

= ¢Para que...? (uso profesional, personal...)

= ¢De quién...? (terceros)

Mercados (oficiales, 3°s...) & desarrolladores
= ¢;Con quée criterio...? (reputacion)

ANNEUEET 14



Mercados oficiales de apps

Available on the
D App Store

= App Store, Google Play, etc P e

Google play

2015: coégle ey

21,5 millones?
2,100,000 millones?

80

60

nloads in billions

40

20

Jul Sep Apr Jul Jan Apr Jun Sep Oct Jan Jun Jul Oct Mar Jun Sep
‘08 '08 '09 '09 "10 10 110 10 10 11 1T 111 12 12 2t
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“Malware” movil: DroidScale

Debéis acufiar
vuestra propia

definicion de
“malware” movil.
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DroidScale (1/3) T

DroldScale DroldScale

Ou.".-:i"'- .G.'.m‘.s .Ouv‘:cs Grams
DroidScale
Ounces

O u n Ce S DroidMob Technologies - December 21, 2009
Tools Tools :‘: I :n :::I =

[*] Add to Wishlist

Grams

ll-llll

This app is compatible with all of your devices
* % 26,515 §+1 +1180 Recommend this on Google
Descr P tion NEVICWS
OVER 1 MILLION DOWNLOADS!!!' AD FREE PRO VERSION ALSO AVAILABLE!
This dynamic app turns your phone into a digital scale that you can take with you wherever you go! %5 |oar
Weigh normal household items with your friends, and see who can get the closest guess! Weighs in grams or ounces! ‘I 9 % 4 [2so
Follow the in-app instructions for use. ' %3 328
Note: DroidScale does not guarantee exact measurements * % % 2 [373
2 6,515 tota * 1 (4301

Additional information

Updated Size Installs Current Version Requires Android Content Rating

December 21, 2009 155K 1,000,000 - 5,000,000 1.0 1.1 and up Low Maturity

Contact Developer Permissions Report

A Cl:lber Email Developer View details Flag as inappropriate

camp



DroidScale (2/3)
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DroidMob Technologies

@ Location
Uses the device'’s location

&s’ Photos/Media/Files
Uses one or more of: files on the device such as images, videos, or audio, the device's
external storage

i Device ID & call information

Allows the app to determine the phone number and device IDs, whether a call is active,

and the remote number connected by a ca

Choose a device

No carrier Asus Nexus 7

We've simplified app permissions. Learn more ‘ INSTALL

| »
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DroidScale (3/3

v assets
+ fonts -
digital-7.ttf C =
v res curr = -
v drawable conversion = -
blue grad.jpg ) AlertDialog.Builder(th
blue grad test.gif ects a ill not accurately 3 t
icon.png rt our scr ) a finger t 5 nd place ti C ire t
metal plate template.jpeg ) W ) of your finger."). ositiveButto OK ) Instructic ) .setIcon(
rounded . xml
v layout 60 ext w localTextView =
main.xml 3 localView.setOnTouchListe ( \ yw OafeweiTistener()
v values { .

ean onTouch(View paramAnonymousView, MotionEvent paramAnonymousMotionE

(paramAnonymousMotionEvent.getAction() == 1)

touchDown =

curr = ’

masterTextVi
v android -
v ads

’

ava (curr = rgen.nextDouble();; curr = rgen.nextDouble()) {
ntainer.java E (curr )
AdManager va
AdMob er.java / (inGrams)
AdRequester.java / {
AdView. java DroidScale localDroidScale = DroidScale.this;
Rotate3dAnimation. curr *= conversion;
v application 79 }
v droidscale String str = Double.toString(curr).substring(
DroidScale. java 1 masterT View.setText(str);
R.java touchDown = -
AndroidManifest.xml fluctuateWeights();
apktool.yml -

NERD trec

'

Referencia: http://viennot.com/playdrone-slides.pdf
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DroidScale Pro (1/2)

/ Y droidscale - Android App: X

Description
‘ * %% **x AD FREE AND OPTIMIZED! OVER 1 MILLION DOWNLOADS OF THE AD SUPPORTED VERSION! REDUCED INTRODUCTORY PRICE! % %% %%
. The ad$ have been removed to give you a better experience with more available screen space to weigh your items! The previous ad supported version had over a
/ Goog[e p|ay droidscale million downloads and the demand was growing, so the application has been upgraded and optimized in order to give you a better experience!
This dynamic app turns your phone into a digital scale that you can take with you wherever you go!
) Weigh normal household items with your friends, and see who can get the closest guess! Weighs in grams or ounces!

€ > C @ httpsy//play.google.com/store/sear

 Apps Search

Follow the in-app instructions for use.

Note: DroidScale does not guarantee exact measurements

My apps A
Apps Revie
Shop REVIEWS
¢ cames Ounces

2 «< [
Editors' Choice 8 *4 13
' *3 2
* K % *2 0

« [

w
)

o
N

DroidScale Pro
DroidMob Technologies - August 17, 2011
Tools Tools Installs Current Version

1,000 - 5,000 20

59 Buy [*] Add to wishlist

This app is compatible with all of your devices. Report
Flag as Inappropriate
b & & (2 25) 8+1 +112 Recommend this on Google




DroidScale Pro (2/2)

A
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DroidMob Technologies

&s’ Photos/Media/Files
e modify or delete the contents of your USB storage
e testaccess to protected storage

@] Device ID & call information
e read phone status and identity

[?] Other

Updates to DroidScale Pro may automatically add Close
additional capabilities within each group. Learn more
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; Debemos proteger al mévil del usuario?

This is the watermark of FAILKING.COM Y UNO go to i:A|LK|NG(OM
MNEEET,






Conclusiones
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Protege tu vida digital

= Dispositivos moéviles = Cuenta usuario (credenciales) = Usuario (datos...)

A\C'Jlé'aer'u-qp R 26



Riesgo de seguridad moviles

= Exfiltracion de datos e informacion confidencial

Contenida en el dispositivo movil

o Documentos, fotos, ficheros descargados, correos, SMS, registro de
llamadas, contactos, geolocalizacion, WhatsApp y mensajeria, redes
sociales (privadas)...

o Contrasena(s) de la red(es) Wi-Fi, codigo de acceso, patron de
desbloqueo, (gestor de) contrasenas...
Credenciales...de acceso a multiples servicios

o Internet, “en la nube”, VPN, casa, red interna de la organizacion...
— E-mail, aplicaciones web, servicios de almacenamiento de ficheros...

Ransomware: exfiltracion + extorsion, chantaje, DoS...

A cyber 27
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Recomendaciones

= [nstalar aplicaciones moviles (apps) solo de los mercados oficiales
Google Play (Android), App Store (iOS), Marketplace (WP)... '

o Verificar su reputacion
o Android: No aceptar apps de “Origenes desconocidos” (y “Verificar aplicaciones”)

= Seleccion cuidadosa de las credenciales de usuario: robustas

= No realizar el proceso de jailbreak o root
= Actualizar los dispositivos moviles a la ultima version (...)

= Concienciacién de los usuarios con menos...
¢, Conocimientos técnicos...? o criterio y experiencia
= Apps gratuitas: “Si no estas pagando... tu eres el producto”

= Implementar una solucién de gestion empresarial de dispositivos
moviles (MDM, Mobile Device Management)
MDM, MAM, MCM... (MEM): Listas blancas de apps verificadas y aprobadas

A cyber 28
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Preguntas
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CYBERSECURITY EVENT

https://cybercamp.es #CyberCamp15 @CyberCampEs
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